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1
Decision/action requested

Use this pCR as a placeholder to merge any changesrelated to the 5G Roaming WID from agreed CRs in order to backtrack them to earlier releases as described in [1] .
2
References

[1]
S3-240544: "Discussion on how to back track the 5G roaming related changes to earlier releases".
[2]
S3-240546: "Living document for backtracking the 5G roaming WID changes to earlier releases".
3
Rationale

This pCR is intended to be used as a placeholder for collecting and merging changes related to the 5G Roaming WID from agreed CRs in this meeting. Once all the relevant CRs are treated, this pCR can be merged in the living document (draft CR) following the process described in [1].
4
Detailed proposal

Approve the changes below for inclusion in the living document [2].
**** First Changes****

3.1
Definitions

Roaming Hub: A type of Roaming Intermediary that provides a set of services to client PLMNs to facilitate the deployment and the operation of roaming and interworking services; as defined by GSMA.

**** Next Changes****

13.2.4.7
Message verification by the receiving SEPP

The receiving SEPP determines that the received message is an error message generated by the Roaming Hub based on the reformattedData IE, which includes only the N32-f message ID and N32-f context ID. 

If the received messages is not generated by a roaming hub:

-
The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in "aad") and JWE Authentication Tag ("tag").

-
The receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.

-
The receiving SEPP refers to the NF API in clearTextEncapsulatedMessage with values in the dataToIntegrityProtectAndCipher array.
-
The receiving SEPP shall next verify IPX provider updates, if included, by verifying the JWS signatures added by the Roaming Intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. 

-
The receiving SEPP shall then check that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrity block matches to the IPX provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the IPX provider security information list. 
-
The receiving SEPP shall check whether the modifications performed by the Roaming Intermediaries were permitted by the respective modification policies. The receiving SEPP shall use the modification policy of the cIPX obtained during parameter exchange in the related N32-c connection setup, and use the modification policy of pIPX configured within the receiving SEPP.

-
If this is the case, the receiving SEPP shall apply the patches in the  Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.

-
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.

If the received message is an error message generated by a Roaming Hub:

-
The receiving SEPP shall check that the raw public key or certificate of the JWS signature IPX's identity in the modifiedDataToIntegrityProtect block matches the adjacent Roaming Hub identity.

-
The receiving SEPP determines the message in which the error occurred, based on the N32-f message ID.
-
If the receiving SEPP determines from the error message that the Roaming Hub requires a modified request message, it can modify if allowed by the MNO's policy, and can resend the modified request message.
**** End of Changes****

